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1
Decision/action requested

This is a discussion paper on UP IP policy in EPS.
2
References

[1]
3GPP TR 33.853 "Integrity protection of the User Plane".
3
Background

This paper focus on solution #11 and solution #20 for Option 1 and Option 3 in EPS in the study in [1]. Both these solutions describe which network node determines the UP IP policy and whether UP IP shall be activated or not.

Solution #11
In this solution the core network determines a UP IP policy which it provides to the eNB. This UP IP policy can be configured per UE and even per PDN connection.

Solution #20
This solution is a so-called "best effort" solution which describes how UP IP policy is handled when the core network is legacy. A legacy core network means that it does not provide UP IP policy to the eNB. In that case, the best effort solution leaves it up to the RAN nodes to apply UP IP to bearers based on their local configuration. 
4
Rationale
4.1 Solution #11
4.1.1 Impact on core network nodes
This solution would require the operator to update the MME. 
An operator who wants to have home control of the UP IP policy needs to update the subscriptions in the HSS. 
For operators that don’t want to update their HSS, it should not be required, but that also implies no home control of the UP IP policy if the UE is roaming in a serving network. 
If the MME in a serving network does not receive any UP IP policy from the HSS, then the MME could use a locally configured UP IP policy.
4.1.2 Impact on eNB
The eNB node receives the UP IP policy from the core network. The eNB determines whether it can comply with the UP IP policy received from the MME i.e. if there is enough resources to enable or disable UP IP.
4.1.3 UP IP policy set to "requirred"
If an operator wants to require UP IP to be actived for a specific UE then the operator can configure the UP IP policy to "required" in the subscription in the HSS. If the eNB can not comply to this, then it would reject the request to activate UP IP from the core network.

4.1.4 Handover
For X2-handover:

Confirmation of valid "UE capability to support UP IP over E-UTRA when connected to EPS" at the target eNB, is achieved during the Path Switch procedure after the X2 handover is completed.

In S1-handover:

If the UE is reusing a bit for indicating support of EIA algorithms in UE Network Capability IE for indicating support of UP IP over E-UTRA when connected to EPS:

· Confirmation of valid "UE capability to support UP IP over E-UTRA when connected to EPS" included in the Source to Target Transparent container at the target eNB, is achieved by an upgraded source MME including the stored "UE capability to support UP IP over E-UTRA when connected to EPS" via the target MME to the target eNB.

If the UE is using a spare bit in existing IE or a new IE to indicate support of UP IP:

· Confirmation of valid "UE capability to support UP IP over E-UTRA when connected to EPS" included in the Source to Target Transparent container at the target eNB, is achieved by an upgraded source MME including the stored "UE capability to support UP IP over E-UTRA when connected to EPS" via the target MME to the target eNB.

· If the UE has been registered in a legacy source eNB/MME which does not store the "UE capability to support UP IP over E-UTRA when connected to EPS", then an upgraded target eNB may not receive this new "UE capability to support UP IP over E-UTRA when connected to EPS" from the source MME via the target MME. When the UE initiates a Tracking Area Update procedure after the handover is completed, then the UE includes the new "UE capability to support UP IP over E-UTRA when connected to EPS" to the target MME. The upgraded target MME can forward the new "UE capability to support UP IP over E-UTRA when connected to EPS" to an upgraded target eNB and the target eNB can activate UP IP. 

In IW HO from EPS to 5GS:
The same issues described for S1-handover above apply to the IW HO from EPS to 5GS as well, if the target MME/the target eNB are replaced by target AMF/target ng-eNB/gNB and the "UE capability to support UP IP over E-UTRA when connected to EPS" is replaced by the "UE capability to support UP IP over E-UTRA when connected to 5GS". 
4.2 Solution #20

4.1.1 Impact on core network nodes

For upgraded core network nodes, the impacts are the same as Solution #11.
This solution also works when an upgraded eNB is connected to an MME which is not upgraded.
4.1.2 Impact on eNB
With upgraded core network, eNB behaves as in Solution #11.

With legacy core network, it is left to the eNB node to apply UP IP to bearers based on the local configuration of "preferred". The eNB determines if there are enough resources to enable UP IP. Such configuration would apply to all UE’s and the eNB would not be able to distinguish between different UE’s. 

4.1.3 UP IP policy set to "required"
For upgraded core network nodes, same description as for Solution #11 apply.

With legacy core network, it is not possible for an operator to require UP IP to be actived for a specific UE as the HSS and MME are not upgraded.

4.1.4 Handover
In this solution the UE is reusing a bit for indicating support of EIA algorithms in UE Network Capability IE for indicating support of UP IP over E-UTRA when connected to 5GS. 
With a legacy core network, the following below applies for handover: 

For X2-handover:

Confirmation of valid "UE capability to support UP IP over E-UTRA when connected to EPS" at the target eNB, is achieved during the Path Switch procedure after the X2 handover is completed. This only works if the source MME is able to store the re-used bit indicating "UE capability to support UP IP over E-UTRA when connected to EPS" in the UE Network Capability IE. This is an implementation option/issue in the MME, as it is not standardised whether the MME shall store it or not. If the source MME does not store the re-used bit, then the target eNB cannot confirm the "UE capability to support UP IP over E-UTRA when connected to EPS" included in the Source to Target Transparent container to the target eNB. This can imply that the target eNB does not activate UP IP.

For S1-handover:

Confirmation of valid "UE capability to support UP IP over E-UTRA when connected to EPS" included in the Source to Target Transparent container at the target eNB, is achieved by an source MME including the stored "UE capability to support UP IP over E-UTRA when connected to EPS" via the target MME to the target eNB. This only works if the source MME is able to store the re-used bit indicating "UE capability to support UP IP over E-UTRA when connected to EPS" in the UE Network Capability IE. This is an implementation option/issue in the MME, as it is not standardised whether the MME shall store it or not. If the source MME does not store the re-used bit, then the target eNB cannot confirm the "UE capability to support UP IP over E-UTRA when connected to EPS" included in the Source to Target Transparent container to the target eNB. This can imply that the target eNB does not activate UP IP.
For IW HO from EPS to 5GS:
The same description as described above for S1-handover apply to IW HO from EPS to 5GS, if the target MME/the target eNB are replaced by target AMF/target ng-eNB/gNB and the "UE capability to support UP IP over E-UTRA when connected to EPS" is replaced by the "UE capability to support UP IP over E-UTRA when connected to 5GS".
5
Detailed proposal

Solution #20 is acceptable way forward when the core network cannot be upgraded for one reason or another. Solution #20 should not be mean that core network upgrade is prevented. For core network that can be upgraded, Solution #11 is the way forward.

This implies that the eNB needs to support both solution #20 and solution #11. If the eNB does not receive any UP IP policy from the core network due to core network not being upgraded to support solution #11, then the eNB uses the pre-configured UP IP policy in the eNB. If the core network is upgraded then solution #11 takes precedence in the eNB and the eNB uses the UP IP policy received from the core network.

